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AEPIC Leak: Microarchitectural Analysis of Uninitialized MMIO
Reads on Intel CPUs

Security Audit of CVE-2022-21233 Exfiltrating SGX Enclave Keys Without Speculative Execution

EXECUTIVE AUDIT ABSTRACT: While transient execution exploits (Spectre, Meltdown, Foreshadow) rely on speculative branch execution and
microarchitectural side channels, AEPIC Leak (CVE-2022-21233) is a pure architectural uninitialized read vulnerability. Local APIC
memory-mapped I/O (MMIO) registers fail to initialize data lines on non-APIC register reads, returning stale cache line buffers directly to
unprivileged processes and leaking Intel SGX enclave AES keys.

Exploit Class Speculative / Transient Microarchitectural Buffer Pure Architectural Read
Execution Dependency Branch Misspeculation Cache Line Eviction Zero Speculation (Direct Load)
Leakage Bandwidth 100 B/s - 2 kB/s 1 kB/s - 5 kB/s 40 kB/s - 120 kB/s

Attacking Intel SGX Mitigated by L1 Flush Mitigated by Buffer Flush Bypasses In-Silicon Isolations

1. The Local APIC Memory-Mapped Architecture Flaw

The Advanced Programmable Interrupt Controller (APIC) manages hardware and inter-processor interrupts (IPI) on modern x86 processors. In
traditional xAPIC mode, the Local APIC exposes its 4KB control block through memory-mapped I/O (MMIO) at physical address OXFEE0000O.
While modern operating systems utilize MSR-based x2APIC, xAPIC remains enabled for legacy boot backward compatibility.

Hardware engineers designed the Local APIC register decoding logic to respond only to specific architectural offsets (e.g., EOIl, ICR, Timer).
However, when a CPU core executes a memory read to an unmapped, undefined offset within the 4KB APIC page, the hardware bus interface logic
does not return zeros or trigger a fault. Instead, the internal data bus latch fails to initialize, returning the most recent stale cache-line data
transferred across the internal core interconnect.

2. Bypassing Hardware Enclave Isolation (Intel SGX)

Intel Software Guard Extensions (SGX) provides cryptographically isolated execution enclaves within unencrypted physical RAM using the Memory
Encryption Engine (MEE). While SGX protects memory residing in external DRAM, data actively referenced by the CPU core is decrypted into
internal L1 data caches and Line Fill Buffers (LFBs) in plain text.

Because AEPIC Leak is an architectural read flaw rather than a speculative timing channel, it completely ignores Intel's speculative execution
barriers (LFENCE) and cache flush commands. An attacker running with ring-0 privileges or mapped physical memory pages repeatedly queries
undefined Local APIC addresses while an SGX enclave is executing cryptographic routines, intercepting 64-bit plaintext slices of private enclave
memory.
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3. Cryptographic Key Extraction: AES-GCM and Attestation Secrets

In laboratory proof-of-concept audits, security researchers demonstrated the extraction of 128-bit and 256-bit AES-GCM enclave sealing keys in
under 20 seconds of continuous APIC register polling. The uninitialized read throughput reaches up to 120 kB/s of raw internal bus data.

By synchronizing APIC polling loops with APIC timer interrupts, an attacker can single-step the target SGX enclave using Asynchronous Enclave
Exits (AEX). Each AEX forces the CPU to save the enclave's general-purpose registers (GPRs) to the State Save Area (SSA) frame. The transfer
of the SSA frame across internal bus lines leaves full plaintext register snapshots directly accessible in the uninitialized APIC latches.

4. Architectural Mitigations and The Demise of XAPIC Mode

Software-only mitigations cannot prevent uninitialized bus leakage without disabling hyper-threading and sandboxing physical memory access
entirely. Intel remediated CVE-2022-21233 through microcode updates (MCU) and Linux kernel patches that permanently deactivate legacy XxAPIC
MMIO mappings in favor of x2APIC MSR access.

For hardware where x2APIC cannot be enforced, the microcode update forces the Local APIC logic to actively zero out unmapped register read
responses before returning data to the core pipeline, introducing a negligible 0.2% latency overhead on APIC interrupt processing.

STRATEGIC ENGINEERING TAKEAWAYS & VERIFIED PRODUCTION IMPACT

« Zero Speculation Vector: AEPIC Leak proves microarchitectural leakage does not require speculative execution, bypassing all
Spectre/Meltdown hardware mitigations.

*« SGX Root Compromise: Exfiltrates enclave sealing keys, attestation identities, and RSA private keys at bandwidths exceeding 100 kB/s.

* Permanent Fix: Requires transitioning systems entirely to x2APIC mode or installing Intel microcode updates to zero unmapped MMIO bus
latches.
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